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Disposition of Claims 

4) ^ Claim(s) 1-25 is/are pending in the application. 
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DETAILED ACTION 
Status of Claims 

1 . This Office Action is response to the application filed on March 12, 2004. 

2. The claims 1-25 are currently pending. 

Priority 

3. Receipt is acknowledged of papers submitted under 35 U.S.C. 1 19(a)-(d), which papers have 
been placed of record in the file. The certify copy was filed on March 12, 2004. 

Information Disclosure Statement 

4. The Information Disclosure Statements filed on 03 December 2004 and 13 April 2007 have 
been considered. An initialed copy of the Form 1449 is enclosed herewith. 

Claim Rejections - 35 USC §102 

5. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in ( 1) an application for patent, published under section 122(b), by another filed in the 
United Slates before the invention by the applicant for patent or (2) a patent granted on an application for patent by 
another tiled in the United States before the imention b\ the applicant for patent, except that an international 
application filed under the treaty defined in section 351(a) shall have the effects for purposes of this subsection of an 
application filed in the United States only if the international application designated the United States and w as 
published under Article 21(2) of such treaty in the English language. 

6. Claims 1-25 are rejected under 35 U.S.C. 102(e) as anticipated by Marchosky (US Pub. No. 
2003/0050803 Al). 

Referring to claim 1 , Marchosky discloses a method to protect an electronic data object 
created to store information from unauthorized access, comprising: 
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a) generating an electronic data object identifier dependent on content of the data object (see at 
least figure 2A[214], H 0041, K 0060 - Patent number identified); 

b) determining an access right dependent on the data object identifier (see at least ]f 0002, ]f 0004 
-determine access); and 

c) allowing an access of the data object dependent on the access right (see at least ]f 0002, ]f 
0041, If 0075 - allow access folio). 

Referring to claim 2 , Marchosky further discloses wherein generating the data object 
identifier comprises copying an identifier comprised in the data object (see at least ^ 0009 - copy 
patent record). 

Referring to claim 3 , Marchosky further discloses wherein generating the data object 
identifier comprises utilizing information stored in the data object (see at least U 0007 - storing 
record). 

Referring to claim 4 , Marchosky further discloses a) determining information that enables 
an association of the data object identifier with an access right category (see at least ]f 0002, ]f 
0004 -determine access); and 

b) determining the access right dependent on an association of the data object identifier with the 
access right category (see at least ]f 0002, ]f 0004 -determine access). 

Referring to claim 5 , Marchosky further discloses storing medical data referring to a 
person in the data object (see at least ]f 0007 - storing record). 

Referring to claim 6 , Marchosky further discloses a storage medium on which 
information is stored that can interact with a data processing device in order to execute (see at 
least U 0002, U 0041, If 0075 - allow access folio). 
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Referring to claim 7 , Marchosky discloses a method to protect an electronic data object 
created to store information from unauthorized access, comprising: 

a) generating an electronic data object identifier as a copy of an identifier comprised in the data 
object utilizing information stored in the data object(see at least figure 2A[214], ]f 0041, ]f 0060 - 
Patent number identified); 

b) determining an access right dependent on the data object identifier (see at least ]| 0002, ]f 0004 
-determine access); 

c) determining an electronic user identifier of an operating personnel (see at least 0002, ^| 0004 
-determine access); 

d) determining the access right dependent on the user identifier(see at least 0002, 0004 - 
determine access); and 

e) allowing an access of the data object dependent on the access right(see at least U 0002, U 0041, 
Tf 0075 - allow access folio). 

Referring to claim 8 , Marchosky further discloses determining information that enables 
an association of the user identifier with an access right category, the access right being 
determined dependent on an association of the user identifier with the access right category (see 
at least U 0002, U 0004 -determine access). 

Referring to claim 9 , Marchosky further discloses a) determining information that enables 
an association of the data object identifier with an access right category (see at least ]f 0002, ]f 
0004 -determine access); and 

b) determining the access right dependent on an association of the data object identifier with the 
access right category (see at least ]f 0002, ][ 0004 -determine access). 
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Referring to claim 10 , Marchosky further discloses storing medical data referring to a 
person in the data object (see at least ]f 0007 - storing record). 

Referring to claim 1 1 , Marchosky further discloses a storage medium on which 
information is stored that can interact with a data processing device in order to execute (see at 
least Tf 0002, If 0041, If 0075 - allow access folio). 

Referring to claim 12 , Marchosky discloses a method to protect an electronic data object 
created to store information from unauthorized access, comprising: 

a) generating an electronic data object identifier dependent on a content of the data object (see at 
least figure 2A[214], If 0041, If 0060 - Patent number identified); 

b) determining an access right dependent on the data object identifier (see at least If 0002, ]f 0004 
-determine access); and 

c) allowing an access of the data object dependent on the access right, the access right 
comprising a standard right and a functional right(see at least ]f 0002, ]f 0041, If 0075 - allow 
access folio). 

Referring to claim 13 , Marchosky further discloses wherein generating the data object 
identifier comprises copying an identifier comprised in the data object (see at least | 0007 - 
storing record). 

Referring to claim 14 , Marchosky further discloses wherein generating the data object 
identifier comprises utilizing information stored in the data object (see at least ]f 0007 - storing 
record). 

Referring to claim 15 , Marchosky further discloses the method comprising storing 
medical data referring to a person in the data object (see at least | 0007 - storing record). 
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Referring to claim 16 , Marchosky further discloses a storage medium on which 
information is stored that can interact with a data processing device in order to execute (see at 
least H 0002, If 0041, If 0075 - allow access folio). 

Referring to claim 17 , Marchosky discloses a data processing system, comprising: 
a data processing device configured to access an electronic data object, and an access control 
module configured to - 

a) generate an electronic data object identifier dependent on content of the data object (see at 
least figure 2A[214], 1f 0041, H 0060 - Patent number identified), 

b) determine an access right dependent on the data object identifier (sec at least ^f 0002, *|| 0004 - 
determine access), and 

c) allow access to the electronic data object dependent on the access right (see at least If 0002, If 
0041, If 0075 - allow access folio). 

Referring to claim 18 , Marchosky further discloses the data processing system 
comprising a user identification mechanism configured to identify an electronic user identifier of 
an operating personnel (see at least figure 2A[214], ]f 0041, ]f 0060 - Patent number identified. 

Referring to claim 19 , Marchosky further discloses the data processing system 
comprising an access rights store configured to store information with regard to a mutual 
association of electronic user identifiers and access right categories and that has access to the 
access control module, the access right being determined by the access control module dependent 
on an access to the access rights store (see at least ]| 0002, U 0041, U 0075 - allow access folio). 

Referring to claim 20 , Marchosky further discloses the data processing system 
comprising a data object category module, configured to store information with regard to a 
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mutual association of electronic data object identifiers and access right categories, the data object 
category module having access to the access control module, wherein the access right can be 
determined by the access control module dependent on an access to the data object category 
module (see at least H 0002, H 0041, U 0075 - allow access folio). 

Referring to claim 21 , Marchosky further discloses the data processing system that is 
fashioned as a medical workstation (see at least U 0069 - server). 

Referring to claim 22 , Marchosky further discloses a storage medium on which 
information is stored that can interact with a data processing device in order to execute (see at 
least H 0002, If 0041, If 0075 - allow access folio). 

Referring to claim 23 , Marchosky discloses a data processing system, comprising: a data 
processing device configured to access an electronic data object; and 
an access control module configured to: 

a) generate an electronic data object identifier dependent on content of the data object (see at 
least figure 2A[214], ^ 0041, j[ 0060 - Patent number identified); 

b) determine an access right comprising an access right and a functional right dependent on the 
data object identifier (see at least ]f 0002, ][ 0004 -determine access); and 

c) allow an access to the electronic data object dependent on the access right (see at least 1 0002, 
If 0041, If 0075 - allow access folio). 

Referring to claim 24 , Marchosky further discloses the data processing system that is 
fashioned as a medical workstation (see at least Tf 0069 - server). 
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Referring to claim 25 , Marchosky further discloses a storage medium on which 
information is stored that can interact with a data processing device in order to execute (see at 
least H 0002, If 0041, If 0075 - allow access folio). 

7. Examiner's Note: The Examiner has pointed out particular references contained in the prior 
art of record within the body of this action for the convenience of the Applicant. Although the 
specified citations are representative of the teachings in the art and are applied to the specific 
limitations within the individual claim, other passages and figures may apply. Applicant, in 
preparing the response, should consider fully the entire reference as potentially teaching all or 
part of the claimed invention, as well as the context of the passage as taught by the prior art or 
disclosed by the Examiner. 

Conclusion 

8. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

Any inquiry concerning this communication or earlier communications from the patent 
examiner should be directed to Shahid Kamal whose telephone number is (571) 270-3272. The 
Patent examiner can normally be reached on Monday-Thursday (9:00am -7:00pm), Friday off. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 
Andrew J. Fischer can be reached on (571) 272-6779. The fax phone number for this origination 
where this application or proceeding is assigned is (571) 273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published application 
may be obtained from either Private PAIR or Public PAIR. 

Statues information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://pair-directed.uspto.gov . 

Should you have any questions on accessing to the Private PAIR system, contact the 
Electronic Business Center (EBC) at 1(866) 217-9197 (toll free). If you would like assistance 
from a USPTO Customer Service Representative or access to the automated information system, 
call 1(800) 786-9199 (IN USA OR CANADA) or 1(571) 272-1000. 

Shahid Kamal 
February 08, 2008 

/Bradley B Bayat/ 

Primary Examiner, Art Unit 3621 



